Security Awareness Training Program Guide

Your Security Awareness Training program is designed to help your organization meet relevant regulatory and cybersecurity
insurance requirements.

You have various customization options, which we highlight below:

Core

The primary Core curriculum is a comprehensive set of quarterly courses, designed to follow guidance provided by NIST (National
Institute of Standards and Technology). Nearly all industries and regulators follow NIST, with only a handful adding on additional
requirements.

From Section 3.2 of NIST 800-171, these requirements include:
« 3.21 - Ensure that managers, systems administrators, and users of organizational systems are made aware of the security
risks associated with their activities and of the applicable policies, standards, and procedures related to the security of
those systems.

- 3.22 - Ensure that personnel are trained to carry out their assigned information security-related duties and responsibilities.
«  3.2.3 - Provide security awareness training on recognizing and reporting potential indicators of insider threat.
Chosen by over 90% of organizations, including the following verticals:

- Manufacturing - Professional Services - Non-Profit - Software Development - Architecture - Construction - Engineering
- Education - State & Local Governments - Federal Contractors - Dozens more

Additional Training Options

HIPAA [ safeguarding PHI
This content informs users on HIPAA's designation of Protected Health Information and how safeguard this sensitive patient
information.

Most frequently chosen by organizations in the following verticals:
- Healthcare - Healthcare BAAs

PCI DSS / Credit Card Safety
This content helps users understand the Payment Card Industry’s Data Security Standard, its requirements and how to secure credit
card information.

Most frequently chosen by organizations in the following verticals:
- Retail - Hospitality

GDPR (European Union)
This content teaches users on the EU's General Data Protection Regulation and individual roles and risks.

Designed for organizations with activities involving EU citizens or residents.

Insider Threat
This content educates users on how to spot questionable behaviors inside the workplace that might give rise to a security breach
or financial losses.

Most frequently chosen by organizations in the following verticals:
- Financial Services - Insurance - Brokerage

Preventing Wire Fraud
This content informs users on the risks of fraudulent money transfers and educates them on how to avoid these missteps.

Most frequently chosen by organizations in the following verticals:
- Financial Services - Insurance - Brokerage - Real Estate

Deeper Dives
For organizations wishing to dive deeper into various security topics, we also offer an array of courses that may be added on to
your existing curriculum schedule.

Disclaimer: None of this is legal advice. Regulations, guidance and rules are subject to change. Please consult your own counsel or regulatory



