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INFIMA Security | 2026 Security Awareness Training Course Catalog

Interactive Learning for the Modern Threat Landscape

ESSENTIALS
Phishing in the Al Age (8 min)

Attackers have upgraded—have you? This interactive course goes beyond the
basics to prepare you for today’s most sophisticated threats: Al-generated
voices, deepfake video calls, and phishing that's impossible to spot by
grammar alone. Through real-world scenarios and hands-on challenges, you'll
learn to recognize attacks across every channel—email, text, voice, and social
media—and know exactly what to do if you're compromised.

Data Has Consequences (6 min)

Transform how you think about information security. Learn to spot sensitive
data, handle access requests properly, and respond decisively when
something goes wrong. Through interactive scenarios, you'll master the skills to
classify, protect, and safely dispose of data throughout its lifecycle.

The Human Hack (7 min)

The best security system in the world has one weakness: you. This interactive
course reveals how attackers exploit trust, authority, and urgency to bypass
every technical safeguard. Through realistic scenarios, you'll experience
pretexting calls, witness tailgating attempts, and learn to spot the psychological
tricks that make smart people click, share, and comply. Walk away knowing not
just what to watch for—but exactly how to respond without being rude or
paranoid.

Small Habits, Big Protection (5 min)

Build the daily security routines that prevent breaches without slowing you
down. From morning login to end-of-day shutdown, learn simple habits around
passwords, third-party apps, cloud services, and incident reporting that make a
real difference.

INDUSTRY — Compliance

Safeguarding PHI (HIPAA)

What is Protected Health Information and why it matters to you. Learn the requirements for handling, storing, and transmitting PHI in compliance with HIPAA regulations.

Protecting Personal Information (PII)

Your identity is a target. Learn to recognize, classify, and protect Personally Identifiable Information. Covers sensitivity levels, regulatory requirements like GDPR and

CCPA, access control principles, and what to do if a breach occurs.

Controlled Unclassified Information (CUI)

Understand the requirements for handling Controlled Unclassified Information. Learn to identify, mark, safeguard, and properly disseminate CUI in accordance with federal

regulations.

GDPR: European Data Privacy Requirements (EU)

Learn the rules and regulations of the General Data Protection Regulation. Understand data subject rights, lawful processing, consent requirements, and your

responsibilities when handling EU personal data.

PCI DSS: Payment Card Security Standards (Payment Cards)

Learn the rules and requirements for PCI DSS compliance. Understand how to properly handle, process, and store payment card data to protect your organization and

customers.

ISO 42001: Al Management Systems (Al Governance)

Learn the fundamentals of ISO/IEC 42001:2023, the international standard for Al Management Systems (AIMS). Covers Al risk assessment, governance policies, data
privacy, bias and fairness, Al security, and your role in maintaining responsible Al practices within your organization.

Phishing Awareness for K-12 Teachers (K-12)

Designed specifically for K-12 educators. Covers the phishing threats targeting schools today: fake Google Classroom natifications, parent impersonation, FERPA data
theft, and Al-generated deepfakes of administrators. Through real-world school scenarios and hands-on challenges, you'll learn to protect your students, your credentials,

and your district.

TOPICAL — Security Topics

Password Security

Master the fundamentals of password security. Covers password attacks, creating strong passwords, using password managers, multi-factor authentication, and how to

respond when compromised.

Insider Threat Awareness

Learn to recognize and report insider threats. Covers negligent, malicious, and compromised insiders, warning signs to watch for, data protection principles, prevention

strategies, and how to report concerns through proper channels.
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Malware Awareness

Understand malware threats and how to defend against them. Covers types of malware, modern ransomware tactics, attack vectors, real-world case studies, prevention
strategies, and incident response procedures.

Preventing Wire Transfer and Payment Fraud

Wire fraud is an effective and costly attack. Learn how to identify fraudulent wire transfer requests, verify payment changes, and keep your company safe from business
email compromise and payment fraud schemes.

Security Beyond the Office

Working remotely introduces new security challenges. Covers network security, home office setup, device protection, video call safety, collaboration tools, cloud storage, Al
privacy risks, and more. Learn to stay secure whether you're at home, in a coffee shop, or on the go.

The Data Guardian

Become a guardian of physical data and devices. Covers the complete document lifecycle, device security for laptops, USB drives, and mobile devices, BYOD risks, clean
desk practices, and protecting data while traveling. Learn to be the last line of defense.

Al-Powered Threats & Deepfakes

Learn to recognize and defend against Al-generated threats including deepfake videos, voice cloning, Al-enhanced phishing, and synthetic misinformation. Protect yourself
when seeing and hearing is no longer believing.

Safe Al Usage

Learn to use Al tools safely and responsibly. Covers data privacy, verifying Al outputs, avoiding shadow Al, understanding ownership, safe prompting techniques, and
managing Al at the organizational level.

VIDEO — Core Security Series

B Today’s Cyber Attacks: A.l., Phishing and Staying Secure
Video training on identifying and avoiding phishing attacks, covering Al-generated threats, deepfakes, and modern social engineering techniques.

Social Engineering Attacks and A.l.
Video training on recognizing and defending against social engineering tactics and modern Al-powered attacks.

Device and Data Security
Video training on managing electronic data securely, proper data handling, and device security best practices.

Online and Digital Safety
Video training on safe web browsing, recognizing malicious URLSs, and protecting yourself online.

HR — Workplace Safety

m Sexual Harassment in the Workplace

Comprehensive training on recognizing, preventing, and responding to sexual harassment in the workplace. Covers legal definitions, reporting procedures, and creating a
respectful work environment.

Bullying in the Workplace

Training on identifying and addressing workplace bullying. Learn to recognize bullying behaviors, understand their impact, and take appropriate steps to report and resolve
incidents.

m Violence in the Workplace

Training on recognizing warning signs of workplace violence, prevention strategies, and emergency response procedures. Learn how to maintain a safe work environment
for everyone.

SPANISH — Cursos en Espafiol

m Phishing y ciberataques de hoy en dia
Obtenga mas informacién sobre los ataques de phishing y cémo prevenir el vector de ataque mas popular.

Riesgos de la ingenieria social
La ingenieria social es una estrategia utilizada por los estafadores para manipular situaciones y engafarlo para que les proporcione informacion confidencial.

B Asegurando los datos digitales y dispositivos
Los datos correctos en las manos equivocadas pueden ser catastréficos para usted y su empresa.

Uso seguro de la web
Internet es un lugar maravilloso para recopilar y compartir informacion. Desafortunadamente, también es un lugar perfecto para que los delincuentes se escondan.
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